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Our Privacy Notice 

This Privacy Notice covers the business activities of Ipeco Holdings Limited, which is part of the 
Castledon Ltd group of companies, as well as all other companies and branches of companies in the 
Castledon Ltd group of companies and its subsidiaries. All references in this statement to “Ipeco”, 
“we”, “us”, “our”, or the “Company” refer to Ipeco Holdings Limited as well as to all other 
companies and branches of companies in the Castledon Ltd group of companies.  These companies 
include Ipeco Inc., OTM Servo Mechanism Ltd.( https://otmservo.com/) and hs2 Engineering GmbH 
(https://hs2-engineering.de/). This policy also applies to the Ipeco Customer Portal as well as the 
registration site for the Customer Portal (respectively: https://portal.ipeconet.com/ and 
https://ipecoexternal.sharepoint.com). 

 

Our Privacy Notice explains how Personal Data provided by you to Ipeco and Personal Data collected 
by us will be handled and controlled by us in compliance with all applicable data protection laws and 
regulations. This Privacy Notice explains how we use and otherwise process Personal Data in 
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connection with your relationship with us as a customer, potential customer or user of our website. 
We are committed to protecting and respecting your privacy. 

 

“Personal Data” means any information relating to an identified or identifiable natural person where 
that natural person can be identified, directly or indirectly, from or by such information. 

 

Contact Details 

If you have any questions or concerns about this Privacy Notice or our privacy practices, please 
contact us in the following ways: 

by email to: DPO@ipeco.com   or 

by post to: General Counsel, Ipeco Holdings Limited, Aviation Way, Southend on Sea, Essex SS2 6UN, 
United Kingdom. 

You have the right to make a complaint at any time to the Information Commissioner’s Office (the 
“ICO”), the UK supervisory authority for data protection issues. We would, however, appreciate the 
chance to address your concerns before you approach the ICO, so please contact us in the first 
instance. 

 

Personal Data Collection 

Personal Data that may be collected, processed and stored by us include the following: 

 information provided by you to us for you to receive a specific service or as part of business 
relationship (such as identification and contact information, and professional contact and 
work-related data); 

 browsing data or data arising from you interacting with our website; and 
 cookies (please refer to the Cookie Policy which explains the use of cookies and other web 

tracking devices utilised when you interact with our website). 

Ordinarily, you will have provided such Personal Data to us but, in some cases, we may collect 
Personal Data about you from a third party, such as our third-party service providers, or from public 
records. We protect Personal Data obtained from such third parties according to the practices 
described in this Privacy Notice. 

 

Personal Data Use 

Personal Data collected by us may be processed by us for the following purposes: 

(i) fulfilling your information requests by providing information about our products, services, 
offers and our commercial network; 

(ii) pursuing our interest to establish, maintain and improve our relationship with you; 
(iii) subject to obtaining your specific consent, sending commercial communications and 

newsletters as well as advertising on our products and services or to perform market 



research. All these activities may be done in hardcopy, by automated or electronic means 
including via mail or e-mail, phone and any other means (e.g., web sites) (“Marketing”); and 

(iv) subject to obtaining your specific consent, communicating the Personal Data to our 
subsidiaries and affiliates as well as our MRO and distributor network. Our partners will 
process Personal Data with the purpose of sending commercial communications to you as 
well as advertising and improving their products and services or to perform market research 
(“Marketing Third Party”). 

Personal Data is collected and processed based on the contract entered between you and us and our 
explicit and legitimate interest to carry out our services to you under points (i) and (ii) above and 
subject to your express consent or the marketing purposes detailed under (iii) and (iv). Please be 
aware that, if you have given your consent, you may withdraw it at any time by contacting us. Data 
may be processed electronically within IT systems, and manually, in paper form. 

 

Personal Data Sharing 

Personal Data may be shared with and communicated to our trusted external partners, service 
providers, distributors and business partners, based in and outside the United Kingdom (“UK”) and 
the European Economic Area (“EEA”), who are contractually restricted from using your information 
in any manner other than in helping us provide our services to you, and are under specific 
contractual obligations to protect that Personal Data and to treat it in accordance with applicable 
data protections laws and regulations. Third parties may use your Personal Data solely for the 
fulfilment of the purposes listed above and only in accordance with our instructions. 

Personal Data may also be communicated to third parties to comply with legal obligations, to 
operate and maintain our security, protect our rights or property, to respond to the order of public, 
state or other governmental authorities, or to exercise our rights before judicial authorities. 

 

International Personal Data Transfer 

To perform some of the Personal Data processing activities detailed above, we may need to transfer 
Personal Data to countries outside of the UK and EEA, including storing that Personal Data in digital 
or physical databases located outside the UK and EEA. Database management and Personal Data 
processing are limited to the purposes of the processing and are carried out in accordance with 
applicable data protection laws and regulations. 

Where Personal Data is transferred outside of the UK and EEA, we will ensure that a similar degree 
of protection is afforded to it by ensuring that at least one of the following safeguards is in place: 

 the transfer of Personal Data is to a country deemed to provide an adequate level of 
protection by the European Commission or the ICO; or 

 the use of specific contractual measures to guarantee the adequate protection of the 
Personal Data, including the Standard Data Protection Clauses adopted by the ICO applicable 
to the transfer of personal data outside the UK and EEA. 

 

Personal Data Storage and Retention 



We maintain Personal Data in our systems and archives for as long as necessary to pursue the 
purposes described in this Privacy Notice considering, when applicable, legal and contractual 
requirements, ensuring security and confidentiality of the same in compliance with the principles of 
fairness, lawfulness and transparency and in accordance with the provisions of applicable laws and 
regulations. 

 

When Personal Data is no longer necessary for the purposes for which it is processed, that Personal 
Data is deleted or kept in a form which does not permit the identification of data subjects, provided 
that we are not legally required or permitted to hold such Personal Data. We may continue to store 
Personal Data for a longer period, as may be necessary to protect our interests related to potential 
liability connected to the provision of the services or products or the processing of Personal Data. 

Personal Data processed for Marketing purposes will be retained until you withdraw your consent 
and, in any event, in accordance with the above-mentioned principles and the guidelines provided 
by the relevant Privacy Authorities in this respect. 

 

Your Rights Regarding Your Personal Data 

You may exercise your rights as defined by applicable laws and regulations.  These rights include the: 

 right of access: the right to obtain from us a confirmation as to whether, and for what 
purposes, your Personal Data is being processed, and the right to gain access to your 
Personal Data; 

 right to rectification: the right to have your Personal Data corrected if it is inaccurate or 
incomplete; 

 right to erasure or the right to be forgotten: the right to have your Personal Data erased 
without undue delay, where the request is made in accordance with the applicable laws and 
regulations; 

 right to object to data processing: the right to object at any time to the processing of your 
Personal Data based on our legitimate interests or your specific consent; 

 right to limit the data processing: the right to request a limitation on our processing 
activities; 

 right to data portability: the right to receive the Personal Data you provided to us in a 
structured, commonly used and machine-readable format. You also have the right to 
transmit your Personal Data to another data controller without hindrance from us, especially 
where the processing is based on consent or on a contract and the processing is carried out 
by automated means; 

 right to object to decision based on profiling or automated decision-making which produces 
legal effects concerning you or similarly affecting you; and 

 right to make a complaint: without prejudice to any other administrative or judicial dispute, 
if you believe the processing has been carried out illicitly or not in compliance with 
applicable laws and regulations, you have the right to raise a complaint with the supervisory 
authority of the UK or the EEA Member State in which you reside or work habitually, or of 
the Member State where any breach has occurred. As outlined above, the relevant 
supervisory authority in the UK is the ICO. 



Should you send us a request in relation to your Personal Data, we may need to obtain additional 
personal information from you to verify your identity and contact you, if necessary. This is a security 
measure to ensure that Personal Data is not disclosed to any person who does not have a right to 
receive it. This information, together with other Personal Data we already hold, will then be 
processed to meet your request, as required by applicable law. 

 

We aim to respond to all legitimate requests within one month. Occasionally it could take us longer 
than one month if your request is particularly complex or you have made several requests. In these 
circumstances, we will notify you and keep you updated. 

Where necessary, certain information may be transferred to other companies (within or outside the 
Ipeco Group) which act as data processors of your Personal Data, to fulfil your request. Your 
Personal Data will be processed for the necessary amount of time to evaluate and handle your 
request, after which your Personal Data will be archived for a suitable time allowing us to 
demonstrate that the request has been handled correctly and timely. 

To make any requests to implement your rights or to update us with your information sharing 
preferences, you may contact us using one of the following methods: 

Call: +44 1702 545118 and ask to speak with the Head of Human Resources or the General Counsel 

Email: dpo@ipeco.com    

Post: General Counsel, Ipeco Holdings Limited, Aviation Way, Southend on Sea, Essex SS2 6UN, 
United Kingdom. 

 

Security 

We shall implement appropriate technical and organisational measures to ensure a level of security 
appropriate to potential risks, including: 

 the pseudonymisation and encryption of your personal information where appropriate; 
 ensuring ongoing confidentiality, integrity, availability and resilience of processing systems 

and services; 
 ensuring we can restore access to personal information in a timely manner if a physical or 

technical incident occurs; and 
 regular testing, assessment and evaluation of the effectiveness of our technical and 

organisational measures to ensure your personal information is secure. 

We maintain physical, electronic and procedural safeguards to protect the confidentiality and 
security of Personal Data transmitted to us. Please however note that email is not encrypted and is 
not considered to be a secure means of transmitting information. 

 

Business Transactions 

As we continue to develop our business, we may undergo a business transition such as acquiring 
another company, merging with an existing company, or selling a portion of our assets or business. 
In such transitions, customer information is typically one of the business assets that is transferred or 



acquired by a third party. In the unlikely event that we, or substantially all of our assets, are acquired 
or enter a court proceeding, you acknowledge that such transfers may occur and that your Personal 
Data can continue to be used as set forth in this Privacy Notice. 

 

 

 

Updates To Your Privacy Notice 

We reserve the right to amend or update this Privacy Notice from time to time to reflect changing 
legal requirements or our processing activities. We will publish any update on our website, and it will 
be effective upon posting. The date of the current version of this Privacy Notice is stated at the 
beginning of it. 

We encourage you to periodically review this Privacy Notice to learn how we protect your Personal 
Data. It is important that the Personal Data we hold about you is accurate and current. Please keep 
us informed if your Personal Data changes during your relationship with us. 

 

Our Cookie Notice 

What Are Cookies and Pixel Tags? 

“Cookies” are small strings of text or computer code stored locally on your device that allow us, ad 
networks, and our third-party service providers, to identify your browser and/or device as you 
browse the Internet. Cookies can be placed, read, and/or written to by our servers, or other 
websites or services that recognise a particular cookie, which allows the website to “remember” or 
“recognise” a particular browser or device and, in some cases, store information about that browser 
or device. 

Certain types of cookies or cookie-like functionality may be placed or activated through browser 
add-ons, including, but not limited to Google. While these cookies are stored differently, their 
functionality and purpose are generally like other cookies. 

Cookies are often used in conjunction with “pixel tags” (also known as “web beacons” or “clear 
gifs”). Pixel tags are small images that we, our analytics providers, advertisers, and other third 
parties can use to interact with cookies and other tracking technologies. For example, we use pixel 
tags to evaluate the effectiveness of our advertising and marketing campaigns by determining 
whether you open and interact with the content in our promotional emails. 

For more information about cookies, please see: www.allaboutcookies.org  

 

How Long Are Cookies Stored On our System? 

Session Cookies: these  are stored for the duration of a browser session; when you close the 
browser, the cookie is deleted. 

Persistent Cookies: these are stored for a pre-set amount of time (often between 90 days and two 
years, depending on the application) and are typically not deleted when a browser session is closed. 



Your choices may affect whether we use session and/or persistent cookies for a particular 
application. 

 

What Cookies Do We Use, and Why? 

We use cookies to allow you to browse the Services and access certain pages. Necessary cookies are 
required for the Services (or certain functionality on the Services) to work properly, and we do not 
use these cookies to collect personal information about you. 

Disabling or removing these cookies may prevent the Services, or certain functionality of the 
Services, from working correctly or at all. 

 

Performance Cookies. These are Session Cookies and we use them to collect information about how 
our users use and interact with the Services, such as what pages are visited most often, how the 
Services are used and function, and how users navigate the Services. We use this information to 
improve the Services and their content. These cookies only collect aggregate information about the 
use of the Services, and thus do not collect information that can be used to identify you personally. 

 

Functionality Cookies. These are Persistent Cookies and we use them to remember information that 
you have provided or choices you have made on the Services, such as saving your logged-in status, 
site preferences, or the contents of your shopping cart. This allows us to provide a more 
personalized and convenient browsing experience. 

 

Targeting or Advertising Cookies. These are Session Cookies. We allow third party advertisers, 
including advertising providers and ad networks, to place and/or activate cookies, pixel tags, and/or 
other tracking technologies designed to enable advertising on your device and deliver it to you 
across the Internet. 

 

The Services may collect information and data about your activities online, both on the Services and 
across third-party pages or platforms that participate in the ad network. This process helps us track 
the effectiveness of our marketing efforts and deliver advertising to you. These ad networks, in 
connection with cookies, pixel tags, and other tracking technologies: (i) help deliver online 
behavioural advertisements, either by us, our affiliates, or third parties; (ii) may prevent you from 
seeing the same advertisements too many times; and (iii) help us, our service providers, and/or our 
other partners (as further described below) understand the effectiveness of the advertisements that 
have been delivered to you. 

 

Third-Party Functionality. We do not have access to or control over cookies or other features that 
advertisers and third-party sites may use, and the information practices of those advertisers and 
third-party websites are not covered by our Privacy Notice or this Cookie Notice. 

 



For more information about how third parties collect and use information about your activities, 
please review their applicable Terms of Use and Privacy Policies. 

 

How Do I Control or Make Choices About Cookies and Tracking Technologies? 

Managing Cookies. Most browsers automatically accept cookies by default, but you can adjust your 
device and/or browser settings to delete and/or block some or all cookies or provide notifications 
when you receive a new cookie. Consult the “Help,” “Tools,” or “Preferences” menus on your 
browser, or the documentation for your device, for more information about how to do this. Please 
note, however, that blocking or deleting certain cookies may negatively affect your user experience. 

Additionally, you can generally disable or delete cookies placed and used by browser add-ons by 
changing the add-on settings or visiting the website of its provider.  

Note that if you disable certain cookies or similar technologies you may not have access to certain 
features and services (such as consistent volume settings for videos) that make your online 
experience more efficient and/or enjoyable. 

If you wish to opt out of Google Analytics, you can download and install an opt-out browser add-on 
for certain browsers at the following link: https://tools.google.com/dlpage/gaoptout  

Advertising. Certain devices and browsers allow you to reset your advertising identifier at any time 
by accessing the privacy settings on your device to restrict the delivery of tailored in-application 
advertisements. Consult your device’s documentation for more information about how to do this. 


